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CVE Vendor/Project Product Name Added to Short Description Action
Catalog
Mitel Mivoice The Service App!lancg ‘
CVE- component in Mitel MiVoice
. . Connect Data . .
2022- Mitel MiVoice Connect Validation 2022-06-27 Connect allows remote code Apply updates per vendor instructions.
29499 . execution due to incorrect
Vulnerability
data validation.
Insufficient policy
enforcement in the
i PopupBlocker for Chromium
CVE- Google Chromium
. ) allows an attacker to remotely . .
2021- Google Chromium Security Bypass 2022-06-27 . . Apply updates per vendor instructions.
L bypass security mechanisms.
30533 Vulnerability i oo
This vulnerability impacts web
browsers using Chromium
such as Chrome and Edge.
The Red Hat polkit pkexec
CVE Red Hat Polkit utility contains an out-of-
202; Red Hat Polkit Out-of-Bounds 2022-06-27 bounds read and write Appl dat dor instructi
4034 edha o Read and Write vulnerability which allows for PPly updates pervendor nstructions.
Vulnerability privilege escalation with
administrative rights.
Apple i0S and Apple iOS anleadOScont_a_ln
CVE- iPadOS Buffer a buffer overflow vulnerability
2021- Apple iOS and iPadOS Overflow 2022-06-27 that could allow an Apply updates per vendor instructions.
30983 Vulnerability a;?pllcatlon to'efecute code
with kernel privileges.
Apple i0S, iPadOS, macOS,
CVE Apple Multiple tvOS, and watchOS contain a
2020 . Multiple Products Memory 2022-06-27 memory corruption Apply updat dor instructi
38377 pple Products Corruption e vulnerability that could allow PPly updates pervendor instructions.
Vulnerability an application to execute code
with kernel privileges.
Applei0S, iPad0OS, and tvOS
Apple Multiple PP e-| » [Padls, an v_
CVE- . contain a memory corruption
Multiple Products Memory L . .
2020- Apple Product Corruption 2022-06-27 vulnerability that could allow Apply updates per vendor instructions.
roducts A
9907 Y P L an application to execute code
Vulnerability . o
with kernel privileges.
A use-after-free vulnerability
CVE Apple Multiple in Apple i0S, macOS, tvOS,
2019 Appl Multiple Products Use- 2022-06-27 and watchOS could allow a ool dat dor instructi
86057 pple Products After-Free e malicious application to PPly updates pervendor instructions.
Vulnerability execute code with system
privileges.
Apple Multiple Apple i0S, macOs, tvOS, and
CVE- . .
Multiple Products Memory watchOS contain a memory . i
2018- Apple . 2022-06-27 . - . Apply updates per vendor instructions.
4344 Products Corruption corruption vulnerability which

Vulnerability

can allow for code execution.
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